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KoHtponnep Z-5R Web

1. OBLWME CBEOEHUSA

KoHTponnep Z-5R (mogens Web) cokpaweéHHo Z-5R Web - npegHasHaueH pans
NCMONb30BaHUA B cUCTeMax KOHTpons u ynpasneHus poctynom (CKY[) n obecneyuBaet
yrnpasneHne o4HOM TOYKOW JOCTYyNa (TOYKOM npoxoaa).

KoHTponnep nogaepxunsaet paboTy B aBTOHOMHOM M CETEBOM peXMMaXx.

3anonHeHne 6aHKOB KMoYen B aBTOHOMHOM PEXMME OCYLLECTBNAETCA C NOMOLLbIO MacTep-
Kntoya.

B ceTeBOM pexume paboTta KOHTponnepa n 3anorHeHne BaHKOB KIToYen OCyLLeCTBNAETCS Mo
CETM C MOMOLLbI0 BHELLUHEN YynpaBnsawowen nporpammbl. Kpome 3aHeceHusi KapT B CETEBOM
pPeXMMEe MOXHO CYMTbIBaTb COOLITUSA, yCTaHaBnMBaTb Tekyllee BpeMsa B KOHTponnepe u
HacTpanBaTb BpEMEHHbIE 30HbI 4S5 NPOX0Aa MO KaXXaon KapTe.

Ona peanusauum ceteBoro pexumma paboTbl KOHTponnep obecnevvMBaeTr BO3MOXHOCTb
noaKntovYeHns K iokanbHom cetn Yepes Ethernet unn no Wi-Fi.

Mpun noTepe cBA3K C ynpasnsoLen NporpaMmmMmon B CETEBOM PEXUME KOHTPOIep NpogorkaeT
paboTaTb aBTOHOMHO, Hakannmneasi cobbITus B 6ydepe cobbiTui.

[ocTyn yepes TouKy Npoxoaa OCYLLECTBSAETCH Ha OCHOBE NPOBEPKN cTaTyca NpeabaBAseMblX
naeHTudukatopos (proximity-kapT, kntoven Touch Memory unu pin-kogoB), KOTopbIX ganee éyaet
Ha3bIBaTb KNto4aMMu.

Mo dyHKUMOHANBLHOMY Ha3HAYEHUIO KOHTPOMMEP pasnuyaeT Kioun, npegHa3HavyeHHble ans
npoxoAaa, v KIo4un, NnpegHasHayYeHHble 45 NPorpaMmMUpOBaHNS KOHTponsepa.

Kntoum ans npoxoaa MoryT 6biTb MPOCTLIMU 1 GRIOKUpPYOLWUMUK. BnoknpyoLmne Koy uMeroT
Bonee BLICOKMI CTaTyC.

B wraTHOM peXume KOHTpOnnep «paspeLlaeT» Npoxo4 1 No NPoCTbiM, U N0 GNOKMPYOLLMM
Knovam.

B pexxnme «BnoknpoBKa» Npoxoz no 61oKMpyoLLMM KNYam paspeLlén, HO 3aKpbIT MPoXog, No
NPOCTbIM KNntoyaMm (Hanpumep, Npy Bbigave paboTHUKaM NPOCTbIX KINHOYEN, a COTPYAHMKAM OXpaHbl
BGnoknpyowmx knoyen B paboyee Bpems B LUTATHOM pexXMMe MOXHO obecneynTb Npoxos BceM
Kateropmsim paboTHWKOB, @ B HOMHOE BpPEMS B pexume OrokMpoBKkM npoxon byaer paspeLuéH
TOSbKO COTPYAHMKAaM OXpPaHbl).

Knioun pgna nporpamMMmpoBaHWsA KOHTpossiepa HasblBaloTcsa MacTep-knodamu. OHu
npegHasHavyeHbl TOMbLKO ANSA MpOorpaMMMpoOBaHUA KOHTposfnepa 6e3 KoMnblTepa U He
npeaHasHavyeHbl AnAa npoxopa. MacTtep-knoun no3sonstoT: AobaenaTb/yaanaTe NpPOCTble,
BGnokupyoLwme n mactep-knoyu, 3agaBatb BpEMS Nogayn OTKPbIBAKOLLEro CUrHana Ha 3anopHoe
YCTPOWNCTBO (paspeLLeHns 4oCTyna), BKNYaTb/OTKNoYaTh pexxum npoxoaa «Accept».

B pexume «Accept» nobon Koy BOCIPUHUMAETCS Kak pa3peLLEHHbIA U 3aHOCUTCSA B NaMSATb
KOHTpOsfepa Kak NpocTomn KoY Ang npoxoaa. Pexxum ncnonb3yetcs ons popmupoBaHus 6asbl
kntoyen npu yctaHoske CKY[] Ha obObekTe B crny4vae, Korga Kno4vv And npoxoda yxe BblAaHbl.
Toraga, HaxogsiCb B TEYEHNE HEKOTOPOro BpeEMEHU B pexxnme «Accepty», KoHTponnep «cobupaer»
MHopMaLno 0 NPeAbABMEHHbIX KMtoYax, a Nocne BKIYEHUS WTATHOrO pexuma npoxoa byaet
OCYLLIECTBNATLCA TOMLKO MO KIK4aMm, 3anmcaHHbIM B €ro NamsTh.

[na nonyyYeHnsa KogoB Kro4Yen KOHTPonsep NoaaepXXmBaeT NoaKYeHne 2-x cumTbhiBaTenemn
(ans Bxoga n onga Bbixoga) no npotokonam Wiegand (26, 34, 42, 50) unu iButton (Dallas Touch
Memory). [Ina kaxgoro cuuTbiBaTeNnsa naMsaTb KOHTpoOSinepa COAepXWUT Mo oTAerbHOMY 6aHky
knoyen. [locrne nposBepkn npaB [JOCTyna KOHTpOMsep BblgaeT CUrHan ynpasrieHus
(3aMblkaHue/pa3MblkaHMe CUAOBOro TpaH3McTOpa) Ha 3anopHOe YCTPOMCTBO
(anekTpoMexaHMYeCcKuU, SNEeKTPOMarHUTHbIM 3aMOK MW 3awénka, TYPHUKET). Tun 3anopHoro
YCTPOWCTBA 1 NPOTOKOS NOAKIIOYEHMSA CYNTBIBATENEN BbIONPAOTCS B pEXNME KOHPUIypnpoBaHus
KOHTponnepa.
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KoHTponnep no3BonsieT coxpaHaTb B namsatn 8192 cobbiTvsi B uuknmMyeckom 6Bydepe
(mnony4yeHue Koaa, cpabaTtbiBaHWe faTymnKa ABepU, Bblaadva ynpaBndaoLLero curHananT.g.).
[ns nosblweHns PyHKUMOHaNbHOCTM paboTbl KOHTpoONNep obecneynBaert:

* BO3MOXXHOCTb MOAKMIOYEHUS faTumnKa ABepy Ang domkcauum codbiTys "npoxoq coctosnca” n
COKpaLLEeHNa BPEMEHWN 3BYYaHUS 3BYKOBOW CUrHanusaumu, MHopmupytowen o pa3brnokmpoBke
ABepu (CoKpaLLeHNA BpeMeHn nogadn Ha 3arnopHoe yCTPOMCTBO "OTKpbIBatoLLEero curHana");

* BO3MOXXHOCTb MOAKMOYMEHNS "KHOMNKM BbixoA4a" Ansa oTKpbliBaHWsS ABepu 6e3 npoBepku npas

AocTtyna;

* BO3MOXHOCTb MOSTy4eHNA KOHTPOMNEePOM CUrHana OT BHELLUHEro UCTOYHMKA NS aBapunHon

pa3bnoknpoBKn Npoxoaa.

2. XAPAKTEPUCTUKKN

MamaTb Knoven, Wr. 2 6baHKa no 8168
MamATb cobbITUNA, WT. 8192
Konnuectso noaxkato4aembix | 2
cyuTbIBaTENEM
MpoToKoAbI cYMUTbIBaTENEN Wiegand (26, 34, 42, 50) v iButton
YnpasneHue WHAWKaALMEN | KpaCHbIM, 3eN1EHDBIN N 3BYK
cyuTbIBaTENEM
3almTa NMTaHNA cYUTbIBaTENEM 200 mA
ToK cMnoBoOro Bbixoaa 5A
CurHanbHbIn Bbixoa ALARM KommyTtauma 2508, 100mA, 35Q;
nsonauma 1,5 kB
Tamnep ONTUYECKMUM
Ethernet
NHTepodeic RJ45 (10/100BASE-T) Auto MDI/MDIX
CoBmecTMMOCTb Ethernet |l n IEEE802.3
MpoToKonbl IP, ARP, TCP, SSH, ICMP, UDP, DHCP,
HTTP
Wi-Fi
CraHaapTbl IEEE 802.11 b/g/n
[dnana3oH vacTtoT 2,4-2,4835 Ty,
CKopoCTb nepeaaym 11n: go 150 MéuT/c

11g: no 54 MéwuTt/c
11b: po 11 M6uTt/c

MowwHocTb 6ecnpoBoAHOro CMrHana <20dBm (<100mW)
Pexknmbl paboTbl Touka pocTtyna, KANeHT
3awmTa 6ecnpoBoAHONM CETU 64/128/152-6uTHbIN WEP,
WPA/WPA2, WPA-PSK/WPA2-PSK
USB
Pasbém USB Tun A
Bepcus USB 2.0
Pexxnm Host, High/Full Speed
Apyrue napametpbl
Macca, r, He bonee 150
abapunTbl, MM 105x115x37
KpenneHue HacTeHHoe unu DIN-peitka (TH35)
HanpsaxeHue nutaHuA, B ot 8 g0 28

MoTpebnsemblii Tok (Npu 12B DC), mA | a0 300 (6e3 y4éTa cunTbiBaTeNEN)
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3. NOAKNYEHUE KOHTPOJUJIEPA
FabapuTHbIe pa3aMepbl KOHTPOINepa NpeacTaBneHbl Ha PUCYHKE:
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BaxHo! Bo n3bexaHne oCTpbiX KPaEB B KPbILIKE KOHTPOSepa OTBEPCTUS AN NPOKNagku
NpoBOAOB PEKOMEHAYETCH BbIMUNBATb, a He BblflaMblBaThb.

PasMepbl ANg MOHTa)a KoHTponnepa:

87
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PacnonoxeHue knemm Ha nnate KOHTpOsnnepa:
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< Bnok
Ethernet — CUNOBbIX
I o)
GROUND| O 1 Knemm
& BUTTON| O
BAOK Knemm 8| +12v[ o
Q BEEP Q@ BnOK
ynpasnexus RED oo HOCKLO © KIEMM
. )
WHAMKaLMe GREEN EX.OPEN| O 2 [aT4vKoB
@] © |paTat GROUND| O fo L |
@] 0 | GrRouND DOOR| O |©
ok Knemm @] O |paTA0 aarm[ O @I Brok
o | O [+12v ALARM| O] nHdopma-
NOAK/YEHNA LIMOHHBbIX
cunTbiBaTeNEN Knemm
HasHaueHue knemMm npmsBeaeHo B Tabnuue:
Brnok cnnoBbIx KnemMmm
Ne | O603HauyeHue HasHaueHue

Briokkn

Touyka noAKNYeHUA OTpUUATENIBHOrO nNpoBoAa OT 6./10Ka

1 | GROUND
NUTaHWA, @ TaK e BTOPOTo NpoBoAa OT KHOMKM BbIXoAa.
BxogHoi curHan — KHomnKa Bbixoga. KoHTakT AsnseTca
2 | BUTTON MHOTOQYHKUMOHANbHBIM M AOMYCKaeT nepeHasHavyeHue
BbINONHAEMOMN QYHKLMW.
Mo AKNtOYEHWE MOOKUTENBHOIO NPOBOAA OT 6/10Ka NUTAHWA.
3 | +12V Tak e cloga NOAKNOYAETCA MOJIOKUTENbHbIM NPOBOA,
MAYLIMIA K 3aMKY.
Cunosoli  BbIxogHOW curHan. [oakatoyeHWe  BTOPOro
4 | LOCK (oTpuuaTeNbHOro) NPOBOAA K 3aMKy. BbIXxo4 ABAAETCA CTOKOM
no/IeBOro TpaH3umcTopa.
eMM JaT4ynKkoB

Ne | O6o3HaueHue

HasHaueHue

BXOLI,HOIZ CUTHaN — 3BaKyauuAa. 3amblKaHWe 3TOro CMrHasna Ha

1 | EX.OPEN
GROUND nepeBoAUT KOHTPOAEP B PEXKUM 3BaKya LUK,
5> | GROUND Obwumii («3emnaHoi») nposog, Ana curHanos EX.OPEN wu
DOOR.
BxogHoM curHan - patuMk asepu. [Npu 3aKpbiTon ABepu
3 DOOR OONMKeH 6biTb 3aMKHYT Ha GROUND. KoHTaKT sBnasetca

MHOTOQYHKLMOHANbHBIM M AOMNYCKaeT MepeHasHayeHune
BbINO/IHAEMOM QYHKLMW.

Bnok nHpopMaLNOHHbLIX KIleMM

Ne | O6o3HaueHue HasHauyeHue

1 | ALARM BbixoaHoM CUTHan. KoHTaKTbI rafibBaHNYECKM
M30/IMPOBAaHHOMO pesie, UCMO/Ib3yemMoro ANA BK/OYEHUA B

2 ALARM

CUCTEMbI OXPaHbl KaK 4aCTb OXPaHHOTO mnel‘&d)a.
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Bnok knemm ansa nogktoYeHnsa cHUTbIBaTENEN

Ne | O603HayeHue HasHaueHue
B pexxume Wiegand: curHan DATALl pgnsa cumTbiBaTena Ha
Bxozae u curHan DATAO gna cumTbiBaTENA HA BbIXOAe.
1 | DATAlL . o
B pesume iButton: cwurHanbHbit nposog (TM) ans
CYMTbIBATENA HA BbIXOeE.
2 | GROUND Mo axntoueHne obLiero NpoBoaa CYUTbIBATENA
B pexxume Wiegand: curHan DATAO ans cuutbiBaTens Ha
3 DATAO Bxoae n curHan DATAL ana cunTbiBaTensa Ha Bbixoge.
B pexume iButton: cwurHanbHbit nposog (TM) ana
cyMTbIBaTENA Ha BXOAe.
4 | +12v Mopaya nuTaHMA Ha cuuTbiBaTenu. Bbixog 3awmuieH ot
KOPOTKOro 3amblkaHuaA go 200 mA.

Brnok knemm ynpasneHna nHgmMkaumen canToiBaTenem

Ne | O603HaueHue HasHauyeHue
BbIXO4HOW CUrHAN ANs ynpaBAeHWs 3BYKOBOW WMHAMKAUWeln
1 BEEP cynTbiBaTeNe. AKTMBHbIM  SB/AETCA  HM3KUIM  YpOBEHb
curHana.
BbIXO4HOW CUrHan ANA yrNpaB/ieHUA KPAacHbIM CBETOAMOLOM
2 RED cynTbiBaTeNe. AKTMBHbIM  SIBNAETCA  HM3KUIA  YpPOBEHb
curHana.
BbIXxO4HOW CUTHAN ANA ynpaBieHUA 3e/eHbIM CBETOAMOAO0M
3 | GREEN cynTbiBaTeNe. AKTMBHbIM  SIBNAETCA  HM3KUIMA  YPOBEHb
curHana.

MpumeyaHune: oba cumTbiBaTENSA SOMKHBbI ObITh MOAKIOYEHBI MO OOHOMY M TOMY XKe MPOTOKONY.
YnpaBneHue nnamkaumen ans 06omx cunTbiBaTenemn aBnserTcs ooLwmm.

PacnonoxeHne nHankaTtopos Ha Nriate KoHTposnepa:

NHpukaTtop MHanKaTop
WIFI U-&l USB
ey

Wnpukatop ||€
LINK/ACT g =
UHpmkaTop
MODE 5 | MHauKaTop
GROUND| O CONN
S BUTTON -61—
O
ol —teer ol@
WHamkatop I © |ReD ookl © |@
STATUS |@ o | creen EXOPEN] O o /HAnKaTOp
@[ © |oarat GROUND| O (@ OPER
@] © | GRoUND DOOR| O |@
@| O |patao ALARM| O @
Q| O |+12v ALARM| O |@©
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HasHauyeHne nHankaTopoB NpuBeAeHo B Tabnuue:

0O603HaueHne Uset HasHaueHue
OtobpaxaeT coctoaHue cetn Wi-Fi.
WIFI CUHUIN FOpUT NOCTOAHHO — €CTb NOAKOYEHUNE K CETU.

MwraHue — nepefaya AaHHbIX.

Otobpaxkaer coctoaHue USB.

USB 3enéHbl | [opuT NOCTOAHHO — NOAKNIOUYEHO YCTPOMCTBO.

MuraHue — 06 MeH AaHHbIMM.

OTob6parkaer cocTofHWe noakntodeHus Ethernet.

FOpUT TMOCTOAHHO — HanWune GU3MYECKOTO COoeaUHEeHUs
LINK/ACT 3enéHbit | Ethernet meskay Z-5R Web v ycTpoiCTBOM Ha ApYrom KoOHLe
kabens Ethernet (06bI4HO KOHLEHTPATOPOM).

MwraHue — nosy4yeHvie naketos no Ethernet.

OTobparkaeT cBA3b C yNpaB/satoWwein Nporpammoin.

MODE Meéntbih | FopuT noctoAHHO — ycTaHoBneHo TCP-coeguHeHue ¢
ynpasnsAtoLeln nporpammon.

OTobparkaeT BHeLWHWE cobbITUA.

BCMbIWKM — WM3MEHEeHUA COCTOAHWUA [JAaTYMKOB: ABepH,
Tamnepa, KHOMKWM W aBapuHOM pa3b/iOKMPOBKM, a TaKkKe
nosiydeHve Koga Katoua.

OTobparkaeT coCcTos HUe MOAYNA CBA3M.

YacTo MUraet — Mo4yNb CBA3M 06ecToueH.

PesKo muraeT — MAET 3anNycK MOAYNA CBA3W.

FOpUT NOCTOAHHO — MOAY /b CBA3M aKTUBEH.

OtobpaxkaeT  nojsydyeHue 3anpocoB OT  ynpas/sioLein
nporpaMmbi.

BcrmbllwKKM  — obpalleHus ynpasnaiowei nporpamMmbl K
KOHTpoO/INepy.

STATUS KpacHbii

CONN 3enéHbiin

OPER Heéntbiii

4, KOHPUTYPUPOBAHWUE KOHTPOIIJIEPA

BaxHo! Npu koHurypuposaHumn koHTposnnepa Z-5R Web cnegyet yuntbiBaTb, YTO OH
COCTOUT U3 ABYX (PYHKUMOHambHbIX yY3Mn0B: cobcTBEeHHO KOHTponnepa CKY/L n moaynsa ceasu ¢
NoKanbHOW KOMMbIOTEPHOW CETLIO.

Mogayrnb cBsa3u obecneynBaer:

1) nogknoYeHne KOHTpoMnepa K fiokanbHOW CeTu, uMmetlLencs Ha obbekTe, No crnegyowmnm
nHtepcdencam: Ethernet, Wi-Fi 1 USB- mopem;

2) yCTaHOBIEHNE CBA3N C KOMMNBIOTEPOM, Ha KOTOPOM YCTaHOBIEHA ynpasnstoLias
nporpamma CKY[], peanuaytowlas ynpasneHne yHKUNAMN KOHTPOMS A0CTyna (3arpyska crnvcka
KapT, HacTpoKKa npaB A0CTyna, C4nTbiIBaHNe cobbiTun u3 bydepa u T.n.).

Mo cnocoby ycTaHOBNEHUS CBA3M C yNPaBsoLWEen NporpammMon BO3MOXHbI TPU pexnma:

* pexum ceasm Web. B atom pexume mogynb cBA3u coeamnHsieTcs ¢ ynpasnswowmm Web-
CepBEPOM B CETM UHTEPHET, U ynpasBfeHne KOHTPOnnepoM ocyulectensiercs depes Webcant
(Hanpumep, «obnayHan» CKY[ - www.guardsaas.com);

o
Q
o}
o
Q
o
]
o
2
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* pexum cBasn CepBep. B aTom pexviMe Moaynb CBA3W OXMAAET COeAMHEHUS MO NPOTOKONY
TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBMeHa Yynpasnsiolwas nporpaMMa (Hanpumep,

GuardLight, GuardCommander, ABaHrapg);

Ethernet Ethernet

*  pexunm cesasn KnueHT. B aTOM pexxrme moayrb CBA3M NbITAETCA CaM YCTaHOBUTL COEAUHEHME
no npotokony TCP/IP ¢ ynpasnsitowen nporpammon. [1ns HaCTPOnKn 3aToro pexmnma Heobxoanmo
ykasaTtb |IP-agpec n TCP-nopT Ha yganéHHoM KomnbioTepe (Hanpumep, nporpammbel GuardLight,

ABaHrapz, v cepsep Zproxy);

Ethernet

Ethernet
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CepBep ZProxy (zproxy.con.ru) obecneyvMBaeT CBs3b MNpPOrpamMHOro obecneyeHnsa ¢
KOHTPOMEPOM B Crly4ae HEBO3MOXHOCTM HAacTpouTb npsimoe coeamnHeHne TCP, Hanpumep, npu
paboTe B pasHbiX fOKanbHbIX ceTsx. B aTom cnyyae, npu Hanuunmm BO3MOXHOCTWU BbiXxO4a B
WHTEPHET, KOHTPONnep coeauHsaeTcsi ¢ cepsepom ZProxy, nporpammHoe obecneyeHne Tak xe
COeQMHSETCA C CepBEPOM M MO NApOrto 3anpalumBaeT COeaNHEHME C HY>KHbIM KOHTPOSEPOM.

Internet

Mpn oOTCyTCTBUM CBA3W C YNpaBngawowen NporpaMMon KOHTponnep MoXeT pabotatb B
ABTOHOMHOM pexume.

[ns ynpaeneHust paboToi KOHTposepa NCnonb3yeTcs pacrofioXXeHHas Ha nnaTe ycTpoicTea
nepeMblyka:

:

9I4dNOD<
AVINYHON<
MIOT1<

KOTOpast MOXeT HaxoaUTbCS B OAHOM U3 TPEX MOSTOXKEHUN:

* CONFIG npwu nogaye nutaHus KOHTPOMSeEp 3anycKaeTcsl B peXXnme HaCTPONKM napaMeTpoB
CBSA3M 1 NOAKITI04aeMoro obopyaoBaHus;

* NORMAL  «O06bl4HbI pexnm» GYHKLMOHUPOBAHUA: MOAOYMb CBA3M MNOAKMYaeTcs K
NOKanbHOM CeTU B BbIOGPAHHOM pexume, KOHTPONep OCYyLWeCTBASeT (YHKUUKU yrnpaBneHns
poctynom. [lo nokanbHomy I[P-agpecy QOCTYMHO W3MeHeHWe MnapaMeTpoB CBSA3U U
nogksito4aemMoro obopyaoBaHus;

* LOCK yHKUMOHMpPOBaAHNE aHANOrM4YHO «OObIMHOMY pexmnmy», HO 3abnokupoBaH Web-
NHTEpcENC HACTPOMKM CBSA3M M NOAKMYaemMoro obopygoBaHus, a Takke 3abnokumpoBaHO
oOHoOBEHME AaHHbIX B pexume cesasn Web.

5. WEB-UHTEP®ENC

Web-nHtepdenc wncnonbsyerca AN HACTPOWKM MNapamMeTpoB CBA3W U MOAKIOYaAEMOoro
obopyaoBaHua. [1n4 BbINOMHEHNA HACTPOWKM TpebyeTcs yCTPOMUCTBO, CNOCOBHOE NOAKNIYATLCS K
cetn no Wi-Fi (nnaHwert, HoyTOyk nnu cMapTdoH), 1 uMetoLLlee BCTPOEHHbIN MHTepHeT-6pay3ep
(Internet Explorer, FireFox, Opera, ChromeunT.4.).

Ona poctyna Kk Web-nHTepdency HacTpoeKk KOHTpOSifiepa HYXHO BbINOSHUTL cregyouime
JEencTBuS:

1. YctaHoBuTb nepemMblyky B nonioxxeHne CONFIG;

2.lMNopaTtb NnuTaHue;
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3. YctaHoBUTbL cBs3b ¢ KoHTponnepom no Wi-Fi unu Ethernet:

3.1.  Tlo cetn Wi-Fi:

3.1.1. Joxpatbes (ao 45 cek) noasnerHna Wi-Fi-cetn ¢ nmeHem Z5RWEB_XXXXXX;

3.1.2. TNogknioynTbCs K 3TOM ceTu (Naporb AN MNOAKITIOYEHUS HE HYXEH);

3.2. UYepes Ethernet:

3.2.1. CoeanHnTb KOMMNbIOTEP M KOHTponnep kabenem Ethernet ¢ pasbémom RJ-45;

3.2.2. [JoxgatbCsa OT KOMNbOTEPA COOBLLEHNSA O NOAKITHOHYEHUN K JTOKANbHOWM CETU
(8o 45 cek);

4. OTKpbITb Bpay3epom cTpaHuuy no agpecy http://1.1.1.1, aBTopmnsaums He TpebyeTcs;
5. MNpoxoasa no cTpaHuLam MeHHo, BbINOMHUTL HACTPOMKY NMapaMeTpoB, HE  3abblBas Ha KaXkaown
CTpaHu1LEe HaXXuMaTb KHONKY COXpaHUTb.

B panbHenwem, nocne 3aeeplleHUs KOHUrypupoBaHua wn nogkrodeHus Z-5R Web
nokarnbHou cetn (C nepeMblvkon, yctaHoBneHHon B nonoxeHns NORMAL unun LOCK), Web-
UHTepdEeNCc HacTpoMkM Takke Oyoetr goctyneH no |IP-agpecy, kotopbid 6Gyaer HasHaveH
KOHTpONNepy Npu KoHUrypmpoBaHum (ByaeT onmcaHo Huxe) unu nonydeH ot DHCP-cepsepa npu
peructpauuu B nokansHown cetu. MNpu otkpbiTun WEB-uHTEepdenca no nonyyeHHomy IP-agpecy
NOSAIBUTCA OKHO aBTOpM3auuMu, B KOTOPOE HYXXHO BBeCTU: NnoruH  «z5rweb», napons AUTH_KEY.
3aBoackoe 3HavyeHne AUTH_KEY 13 BoCbMy CMMBOSIOB NpUBEAEHO Ha HaKIerke, pacnonoXXeHHOoM
Ha oBpaTHOM CTOPOHE Kopryca YCTPOMCTBA UMM B KOHLE HacTosLLEero pykoBoAcTBa (cobntoaatb
peructp 6yks!).

5.1 BbiGop A3bIKa
Mpn nepsom BkntodeHun B Web-nHtepdence yctaHoBneH aHrmmnckum a3bik. Ons Boibopa
Pycckoro a3blka WENKHUTE No Haanucu PyccKu B NpaBoOM BEpXHEM Yriy uHTepdenca:

: Z5-R WEB EC ki
lfOﬂ@LOgiC SN: 50000 Py ook

5.2 Bknaaka ctatyc
Ha Bknagke CtaTyc oToOpaxaeTcs TekyLlee COCTOSAHNE YCTPOUCTBa:

: . Z5-R WEB 2 F nglish |
1ron@Log1c SN: 50000 -
- Cratyc

NpoagonkxuTensHocTs paboTsi: 0 gHen, 0 yacos, 23 MUHYT
CoegvHeHune: ETH
PexumM: SERVER
CoefuuHen c: 0.0.0.0:%
MpoAoNHMUTENBHOCTE!
NpuHAaTO:
OTnpaenexo:
MonoxeHwne nepemelyk: CONFIG

HacTpoHKy nogknieYeHHa

PaclUMpeHHBIE HACTP
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3pech:

MpoAoMKUTEeNbHOCTL PaboTbl: NPOLOIMKUTENBHOCTL PaboThbl YCTPOMCTBA C MOMEHTA NoAayu
nUTaHus.

CoeauHeHue: kpaTkoe 0603HayYeHne TekyLlero crnocoba NoaknioveHna K nokansHon cetn (ETH
Ethernetnt.pn.).

Pexum: pexxum pabotel yctporictea (Web, Cepsep, KnneHT, ABTOHOMHbIN).

CoepuHeH: B pexumax Knnent n Cepep otobpaxaeT IP-agpec komnbioTepa, C KOTOPbIM
YCTaHOBIEHO COEANHEHME.

MpoaomxutTenbHOCTL: [1pOOOIMKNTENBHOCTL TEKYLIErOo COoeuMHEHUS B pexmmax KnueHT wu
Cepsep.

MpuHaTo: OTOOpaXxaeT KONNYECTBO NPUHATBIX aHHbIX B TEKYLLEM COEANHEHWMN.

OTtnpaBneHo: OTobpaxxaeT KoNMYeCcTBO NepefaHHbIX JaHHbIX B TEKYLLEM COEANHEHMUM.
MonoxeHue nepembiuku: OTobpaxaet nonoxeHune nepembldkn CONFIG, LOCK nnu NORMAL.

5.3 BknapkaHactpowku nogknioyeHus
Ha Bknagke HacTpoukuM noaknwyeHUsa ycTaHaBnuBarTca crnocob u napameTpbl
NOAKITIOYEHUS MOAYNSA CBA3M K NOKanbHOM CeTU. HacTponka napameTpoB aHanormyHa HacTpomke
WHTEepHeT-poyTepa.
5.31 Ethernet
B cnyyae Boibopa cnocoba nogkntodeHust Ethernet nHtepderic npyuHumaet cneayowmm BUA:

= HacTpoiiku nogknioYeHua
@ Ethernet ©Wi-Fi ©3G ©4G

Mecnonesosate DHCP: @
DHMKCHPOBaHHBIA IP:
CeTeean Macka:
Wneos:

DNS cepeep:

COoXpaHuTe

B cnyyae ucnonb3oBaHus B nokansHon cetn DHCP-cepBepa ceTeBble HAaCTPOWKU Mory4arTca
KOHTPOSNEPOM aBTOMATUYECKM.
Ucnonb3oBatb DHCP: paspewaetr wucnonb3oBatb ob6paweHne k DHCP-cepsepy ans
aBTOMaTU4ecKkoro nony4yeHus IP-agpeca n octanbHbIX CETEBbLIX NapaMeTpoB, HEOBXOANMbBIX Ans
paboTbl B AaHHOM NOKanbHOW CETU.
Be3a DHCP: HeobxoguMmo camMoCToATENbHO 3anucaTb BCe MapameTpbl, COOTBETCTBYHOLLME
KOHbMrypaumm nokanbHOM CETH, K KOTOPOK ByaeT NoaKIo4YeHO YCTPOUCTBO:

- HacTpoliky noaKMoNeHHA

& Ethernet ©Wi-Fi © 3G © 4G
P
Wcnonbsosate DHCP:
DukcHMposanHbIA IP: 192.168.1.100
CeTtepan Macka: 255.255.255.0
Wnoz: 192.168.1.1
DNS cepeep: 8.8.8.8

CoxpaH1Tb
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dPukcupoBaHHbIn IP: yHUKanbHbIN IP-agpec, obecneymBatloLmii agpecaunio yCTponcTea B
nokaribHou CeTu.
CeteBas Macka: Macka nogcetu, ucnornb3yemasi B JaHHOM fToKanbHOM CETU.
LWnto3: IP-agpec wnto3a a4ns cesi3v ¢ ApYrMMmn ceTsiMm (B TOM YUCHE U C UHTEPHETOM).
DNS cepBep: IP-agpec cepepa DNS.
[na koppekTtHoM paboTbl OOMKHbI ObITb 3adaHbl Bce napameTpbl. Ecnv HekoTopble Bam
Hen3BeCTHbl 0bpaTUTECh K CUCTEMHOMY aaMUHUCTPATOPY.
Mocne HacTpoek Bcex napameTpoB HEOHBX0ANMO HaxaTb KHOMKY COXpaHUTb.
5.3.2 Wi-Fi
B cnyyae BbI6opa cnocoba nogkntodeHuns Wi-Fi nHTepdenc BoirmsaanTt crnegyrowmm obpasom:

- HacTpoiiki NoAKNUeHHA

Ethernet ® Wi-Fi ©3G 04G
Wi-Fi
SSID: ZSRWEB_000001
Wwdpoeanue: none

Knioy:

Mouck ceTer

1P

Wecnonssosate DHCP: ¥
DHKCUpOBaHHBIN IP:

Cetesans Macka:
LWnwoa:
DNS cepsep:

COoXpaHHTL

SSID: HassaHune Wi-Fi-ceTn, K koTopon HE0OX0ANMO NOAKIOYUTL YCTPOMCTBO.
WundpoBaHue: Tun wngposaHma B Wi-Fi-ceTn, K KOTOpOW NOOKMNHOYAETCA KOHTPONnep
(Bo3moxHble 3HadYeHnss WPA, WPA2, none nT.n.).
Knrou: Kntoy windpposanuns (napone), ncnonsdyemolin B gaHHon Wi-Fi-ceTu.
Mounck ceten: AKTMBM3aLMs NOUCKA AOCTYMNHbIX B AaHHbLIN MOMeHT Wi-Fi-ceTen.
IP: HacTpoliku ceTeBbIX NapameTpoB (aHanorMyHo HacTpowke nogknoveHms no Ethernet).

Mocne 3aBepLueHus noncka goctynHelx Wi-Fi-ceTen nosaBuTca gnanor Co CNUCKOM HangeHHbIX
ceten ansa Bblbopa Heobxoaumownm ceTn. Pagom C HasBaHMEM CETU OTOOpakaeTcs YypOBEHb
curHana:

. HacTpoikW noaKnoYeHUA

Erharnak_ @ AMI-El 2 Arz

Mowck ceTer

Wi-Fi

YpoBeHb
curHana

SSID

ironlogic 41%

unknown_net 57%

1P Bribpath

Wene

WIcKaTb CHOEa
DK

3aKpbITh

DNS cepeep:

CoXpaHnTh
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Ansa Bblbopa ceTn HeoBXOAUMO BbIAENUTbL HYXXHYIO CETb U HaXaTb KHOMKY BbiGpaTh. [1pn aTOM
Ha3BaHne Wi-Fi-ceTn 1 Tvn WKndpoBaHUA aBTOMATUYECKM OTOBpas3AaTcss B HacTpowkax. [pu
NCMonb30BaHUU LN POoBaHNA HEOHXOOMMO BPYHHYIO BBECTU KINHOY LLUMGPOBaHUS:

- HacTpoiky NogKAloYeHWA

Ethernet & Wi-Fi ©3G ©4G
Wi-Fi
SSID: ironlegic
Wudposanre: mixed WPA/WPA2 PSK
Kniou: 123MyKey321

Mouck ceTei

1P
Wcnone3csate DHCP:
©ukcMposaHHeld IP: 10.10.1.100
Ceresan Macka: 255.255.255.0
Wnewz: 10.10.1.1
DNS cepsep: 8.8.8.8

CoXpaHHTh

Hanee B cny4dae otcytctBuss DHCP-cepBepa HeobxogMMo KOPPEKTHO HacTpoUTb ceTeBble
napameTpbl.

[Mocne HacTpoek Bcex napameTpoB HEOH6X0ANMO HaxaTb KHOMKY COXpaHUTb.

5.3.3 3G mogem

B cnyyae BbiGopa cnocoba nogkntoveHna depes 3G mopoem uHTEpdEenc npuHMMaet
cnegyroLwmm Bua;:

* HacTpoliku noaknio4eHHa

Ethernet © Wi-Fi @ 3G 0 4G

3G
YerponcTeo: fdev/ttyUSBO -
APN: internet
Norvu:

Mapons:

CoXpaHWTb

3pech:
YctponucTBo: Bbinagawowmi CNMCOK NOPTOB AOCTYMHbIX MOAEMOB, MOLKMOYEHHbLIX B OAHHbIN
MoMeHT K USB-nopTy ycTpomncTsa.
OcTtarnbHble napameTpbl HeOBXOAUMMO YTOYHUTbL B [OKYMeHTaumm Ha mogem unm y GSM-
orneparopa CBs3u:
APN: Vims ToukM foCcTyna oneparopa CBA3MW.
NorwuH: JlorvH ans gocTtyna K ycriyram CBA3u oneparopa.
Maponb: [Maponb ona gocTtyna K ycnyram cBssm oneparopa.
Mocne HacTpoek BCex NnapamMeTpoB HEOBXOAMMO HaxaTb KHOMKY CoXpaHUTb.
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5.3.4 4G mopem

B cnyyae Bbibopa cnocoba nogkniodeHna depes 4G mopem uvHTepdenc npuHUMaeT
cnegyroLwmnm Bua;:

= HacTpoHKkW nogknioueHHA

Ethernet ©WI-FI © 3G ® 4G

4G
YecrpoicTeo: [/dev/ttyUSBO -
APN: Internet

CoXpaHnTE

3pech:
YctponcTBo: Bbinagatowmnm CNMCOK NOPTOB LOCTYMHbIX MOLEMOB, MOAKITOYEHHbIX B AAHHbLIN
MoMeHT k USB-nopTy ycTponcTea.
APN: /Ima Toukn goctyna onepartopa CBA3WN: HEOOXOANMO YTOUHUTb B JOKYMEHTaUUM Ha MOAEM
unuy oneparopa.

[Mocne HacTpoek Bcex napameTpoB HEOHX0ANMO HaxaTb KHOMKY COXpaHUTb.

5.4 Bknapgka Pexxum pabotbl

Ecnn npegnonaraetcs pabota Z-5R Web B ceTeBoM pexnme, T.e. nog yrnpasrieHNEM BHELLHEN
nporpaMmbl, TO NOCHE HACTPOMKN NOAKIIOYEHUS K FTOKarnbHOW CeTU HEOBXOAMMO HAaCTPOUTb PEXUM
YCTaHOBMEHUS CBA3M MeXAY YrnpasnstoLwen nporpammMmon n Mmogynem ceasun. Ha sknagke Pexum
paboTbl BbibupaeTca cnocob noakntoveHnss MOAyIs CBA3WM K NporpaMMHOMY obecneveHuto npu
paboTe B CETEBOM peXUME:

OfwKe HacTporKKu
Know ayTenTudnKkaumn: C71A79A3

PeuM paboTsi: [WEB -

3pech:

Kniou ayteHTudmkaummu: Knoy ayteHTudmnkaumm Heobxoanm ansa NOAKNKYEHNA K obrnadyHomMy
UHTepHeT-cepBepy B pexxume WEB n npu pabote 4yepes cepsep ZProxy, a Takke gng gocryna K
Web-uHTepdency koHTponnepa Z-5R Web. MNepBoHayanbHO 30ecb oToOpaxkaeTca 3aBOfCKoe
3HavyeHWe, yKasaHHOe Ha Haknenke Ha kopnyce yctpouctea (cMm. AUTH_KEY). [lpwu
HeobXO0AMMOCTM Ha [AHHOM Luare HacTPOMKUM €ro MOXHO U3MEHUTb (ZonyckarTcs Lmdpbl U
naTUHcKue ByKBbI).

Pexxum pabotbl: Bbibop ceteBoro pexuma pabotol - Web, CepBep, KnueHT mnn Bbibop
aBTOHOMHOrO pexmma paboTbl ABTOHOMHbIN.

5.41 Web

Pexxum Web obecneunBaeT cBs3b ¢ «061ayHbIM» cepBUCOM. [Anst HACTPOMKN pexnma paboThl
Web He06x0aMMO yTOMHUTB Y NOCTaBLLMKA YCIyrv U 3agaTh CrieaytoLimne napaMmeTpbl:
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= PexumM paboThi
OflwKe HACTPOHKK

Kniow ayTeHTHdMKaumMi: C71ATIA3
Pexum paboTel: WEB -

WEB
Appec cepeepa: hw.guardsaas.com
Mept: 80
MyTe: fdata.php
HcnonbaoeaTe HTTP npokcu:
Appec npokcu cepeepa: 192.168.1.1
MopT npokcy cepeepa: 3128
Mapone: ab974088d05d4dc3
WHTepean nepeaavn: 10

Yucno cobbmuii: 1

CoxpaHuTe

Appec cepBepa: Vima nnu IP-agpec Web-cepsepa «obnadHoro» cepBuca, K KOTOPOMY AOSMKEH
OyoeT noaKnoYaTbCs KOHTponnep.

MoprT: NopT Web-cepsepa.

MNyTb: [NyTb K panny obpaboTkm gaHHLIX Web-cepepa.

Maponb: Maponb ana gocryna k 4gaHHbIM Ha Web-cepBepe.

UHTepBan nepepauun: Niutepsarn coeanHeHmns c Web-cepBepoM B cekyHaax.

Yucno cobbiTun: Ynucno cobbiTvii B KOHTpomnnepax, nNpu KOTOPOM MPOMCXOAUT O0CPOYHas
oTnpaska JaHHbIX Ha Web-cepBep [0 UCTeYeHNst UHTepBana nepegayn.

Mocne HacTpoek Bcex napameTpoB HEOHBX0ANMO HaxaTb KHOMKY COXpaHUTb.

5.4.2 CepBep
B aTtom pexume moaynb CBA3W OXMAAET NOLKMAYEHUS K €r0 OTKPbLITOMY NOKarbHOMY MOPTY
ynpasnsoLen nporpammel. B cnyvae Bbibopa pexxuma pabotbl CepBep crieqyeT 3agathb:

= Pexum paboTe

OB6lWMKe HACTPORKK
Knwow ayTedTudmkaumn: C71AT7SA3

PexuM paboTel: |Cepeep =

Cepeep
NokaneHweld NopTt: 1000
PaspewéHHsid IP: 255.255.255.255

CoXpaHWTL

3pech:
NokanbHbIM nopT: TCP-nopt, Kk KOTOpoMy [fOrmkHa OydeT oOcCywecTBNATb MOAKMYEHNE
ynpasngoLasa nporpamma.
PaspewéHHbIn IP: |IP-agpec KomnbioTepa, C KOTOPOro ynpaensaiwoLen nporpamMme paspeLleHo
yCTaHaBnNuBaTb COeaUHEHME C KOHTponnepoM (255.255.255.255 ons gonycka Bcex IP-agpecos).
lMocne HacTponku Bcex napameTpoB He0BXoANMO HaxaTb KHOMKY CoXpaHUTb.
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5.4.3 KnueHT

B cny4ae Bbibopa pexuma paboTtbl KnueHT Moaynb cBA3W cam byaeTt perynsipHo nbiTaTbes
YCTaHOBUTb COEANHEHME C YNPaBAsoLLEN NPOrpaMMOon. ITOT XKe PeXMM HacTpanBaeTCs B Criyyae
noaKritoyeHus K cepsepy ZProxy.
3agaHuvio nognexar crieayoLmne napaMmeTpsbl:

= PexxiM paboTl

Obwme HACTPOMKH
Kniou ayTeHTudukaumy: C71A79A3

PawuMm padoTel: KnWeHT E

KnunenT
Agpec cepeepa: 192.168.100.111

MopT cepeepa: 0O

CoxpaHuTe

3pech:
Appec cepBepa: |P-agpec komnbioTepa, C KOTOPbIM KOHTPOMSep AO/MKEH YCTaHOBUTb
NnoaKsiodeHne Ang CBS3W C ynpasnsoLwen nporpammou, unu IP-agpec unmn nms cepesepa ZProxy.
MopT cepBepa: IP-nopT, K KOTOPOMY JOIMKHO OCYLLECTBNATLCA NOAKITHOYEHNE.
Knwouy ayteHTudmkaumm: Knioy ayteHTudumkaumm Heobxogmm ana pexumma ZProxy:
nporpamMmmHoe obecrnevyeHne OOMKHO nepeadatb ero cepsepy ZProxy, 4Tobbl yCTaHOBUTL Yepes
Hero CBA3b C KOHTPOSIEPOM.

Mocne HacTponKmn BCcex napaMeTpoB HEOBXOAMMO HaXxaTb KHOMKY CoxXpaHUTb.

5.4.4 ABTOHOMHbIN

HauyanbHas HacTponka CKY[], koTopasi Ha gpyrux KOHTposnepax BbINOMHAETCA C MOMOLLbIO
nepemblyek, Ha AaHHOM KOHTPOsifepe BbIMOMHAETCA C MOMOLLBIO pexXuMa ABTOHOMHBLIW. OTOT
pexum npegHasHadyeH Ang paboTbl CO CMMCKOM KNio4ven KoHTposnnepa 6e3 ucnonb3oBaHus
mMacTep-kntova depes Web-uHtepdgenc. Takum obpasom, co3gaHve u penaktupoBaHue 6asbl
AaHHbIX KMoYen BO3MOXHO OCyLLeCTBUTb AByMsi crnocobamu: yepe3 Web-uHtepdenc u ¢
NOMOLLLbIO CneuuanbHOM proximity-kapTbl, Tak Ha3biIBaEMOW MacTep-KN4oM (NporpaMmmmpoBaHue
KOHTpoOMnfepa C NoMOLbi0 MacTep-krnioda byaetr paccmotpeHo panee). [Ona obecneveHus
HaCTPONKM 6a3bl KNOYEN K KOHTpOnepy Heo6XoaAnMO NOAKNIOYMTL CHUTLIBATENWN. YNpaBneHne B
aBTOHOMHOM PEXMME OCYLLECTBNAETCA OAHOBPEMEHHO ABYMSI GaHKaMU NamATH.
B cny4ae koHdurypupoBaHusa 6a3bl AaHHbIX Kntoden Yepe3 Web-nHtepdenc cnenyet Bbibpatb
pexum paboTbl ABTOHOMHbIW. Torga nHTepdenc ynpasneHms NpUMET cneayoLwmnn Bua;

= Pexxum paGoTsi

O6wwe HacTpoAKK
Knwou ayTedTudukaumm: C71AT9A3

Pexum paboTel: ABTOHOMHBIA ~

ABTOHOMHBIH
Pexcim Accept:
PemumM aobasneHus knioder:  BKAKYKATD

Pexum aobasneHna MacTep-

. BrAKUNTE
KNKdaK:

PexmM yaaneHus KnoYen:  BrAKYMTh

CoxpaHuTe Knouu B daiin:  CoxXpaHWTe

e _. O63op...
Arpy3nTe KNKYK 13 dakina:
PY i 3arpysuTe
CoxpaHuTb
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Pexxum Accept: Bkniouvaetr pexvm Accept, B KOTOPOM BCE HEWU3BECTHblE KIuM OyayT
3anncbIBaTbCA B NaMSATb Kak MPOCTbIE HOBbIE KIHOYMU.

Pexxum pobaBneHus knroden: [NepeBoanT KOHTpPOMNep B pexum [obaBneHust NpocTbiX W
Bnokupyrowmx knroven (nogpobHee cm. n.7.1).

Pexum pob6aBneHna mactep-kntoden: [lepeBoguT KOHTponnep B pexum gobaeneHns macrep-
kntoyen (nogpobHee cm. n.7.2).

Pexum ypaneHus knwouyen: yganseT MOOHECEHHbIN K CYUTbIBATENIO KoY M3 6asbl JaHHbIX
(nogpobHee cm. n.7.3).

BHumaHume! Npu BIOOpEe aencTBuin «gobaBneHmne Kroyven», «gobaBneHme mactep-knoyemn» n
«yganeHue Krwyen» NnosaBUTCA AOMNOMHUTENBHOE OKHO C npeaynpexaatolwen nHgpopmaumen o
TOM, 4YTO KOHTpONsSep aBTOMaTU4ecknm BbINOET U3 3TOr0 pexmma, ecnv naysa Mexay
npegobsBngeMbiMuy kntovamu byaet 6onee 16 cekyHA.
CoxpaHutb knwouum B ann: [lo3Bonser coxpaHuTb 6a3y [OaHHbIX KIOYerh U3 namatu
KOHTponsiepa B hann Ha yCTPONUCTBE, C KOTOPOIro NPON3BOAMUTCS HAaCTpoKKa.
O630p: NMNo3BonsieT BbIbpaTb hans Ha YCTPOMCTBE, C KOTOPOro NpPOM3BOAMTCA HACTpOKKa, Ans
BbINOSTHEHNA OENCTBUS «3arpy3unTb Knoun n3 avna.
3arpy3uTb Knwoum us danna: 3arpyxaet 6asy knwoyen M3 danna Ha yCTponcTBe B NamsTb
Krtouen KoHTpornnepa. 3anmcb NoOSTHOCTLHO OOHOBISAET NAaMATb KINHOYEWN.
5.5 Bknagka HacTtpounkm koHTponnepa

Bknagka HacTponku KOHTponsepa no3BosifeT yCTaHOBUTbL NapaMeTpbl paboTbl KOHTponepa:

ot HacTpolKH KoHTpoNnepa

Tun 3amKa: SnexkTposawénka =
MpoToKon CYWThIBaTENEH: iButton @ Wiegand
Bxo4 NoMapHol TPEBEoru:
BHYTpeHHWIA 3BYK: ¥
Bpema oTkpmTHA: 10 x 0.1c.
BpeMa KOHTPONA OTKPeITHA: 30 x 0.1c.

BpeMA KOHTPONA 3aKpeiTMA: 0O x 0.1c.

CoXpaHuTe

Tun 3amka: Bbibop Tuna 3amka IneKkTpo3awénka, ONeKTPOMAarHUTHbLIN,
AneKTpoMexaHU4YeCKUun.
MpoTokon cuntbiBaTenen: Boibop npotokona nepegayn koga knwoda. Npu Boibope npoTokona
Wiegand pasmep nocbisiku (26, 34, 42 nnun 50) koHTponnep onpegenser asToMaTu4ecku.
Bxopa noxapHou TpeBoru: PaspelueHne aBapuinHom pa3brnokMpoBKmn Npoxona npy NocTynneHnm
curHana Ha Bxog EX.OPEN.
BHyTpeHHUI 3BYK: BKknoueHne/oTKMoYeHe BCTPOEHHOMO MCTOYHMKA 3BYKa.
Bpems oTKpbITHA: [OnNnMTeNnbHOCTb UMMyMbCa, BblJABAEMOro Ha 3amnopHOe YCTPOWCTBO, AJiS
pa3brokMpoBkM Npoxoaa. B 3aBMCMMOCTM OT TUMa 3amMKa 3TO MOXET ObITb Kak CHATUE HaNPSHXKEHUS,
Taku ero nogava.
Bpems KOHTpons oTKpbITUA: BpeMa oxxunaaHna oTKpbiBaHUSA ABEPY NpU pa3peLléHHOM Npoxoae.
OTKpbITME ABEpPU MO UCTEYEHUN ITOro BpeMEeHU KBanuduumpyeTcs kak B3nom. [pu 3agaHum
3Ha4YeHusi, MeHbLIEro 4Yem «Bpems OTKpbITUSA», ONs AaHHON dyHKUMM OyaeTr MCcrnonb3oBaHO
«Bpems oTkpbITUS».
Bpems KOHTponsA 3akpbITUA: BpeMsi KOHTPOMNS OTKPbLITOrO COCTOSAHUA ABepu. Ecnu 3a 3agaHHoe
BpeMsa OBepb He Oyger 3akpbiTa, TO Oyder ccopmumpoBaHo cobbiTve «[lBepb OcTaBrieHa
OTKPbITONY. 3Ha4YeHne, paBHoe «0», OTKNKYAET KOHTPOSb.

Mocne HacTpoek Bcex napaMeTpoB HEOBXoAMMO HaxkaTb KHOMKY COXpaHUTb. 16
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5.5.1 Bknapka PaclumpeHHble HaCTPOWKM
Bknagka PacwmpeHHble HacTPOUKM N03BONsieT 0OHOBNATL NporpammMHoe obecnederue (MO)
KOHTpoOnsnepa, ckauvMBaTb M 3arpyxaTb KOHUrypauuoHHble arnnbl, OOHOBMATL MNPOLLUMBKY
KOHTpoOnmnepa, BOCCTaHaBNMBaTb 3aBOACKME HACTPOWKM U Nepe3arpyxatb KOHTposnnep:

= PaclwipeHHble HACTPORKH

CoxXpaH1Tb

= B CoxpaHuTh
KoMUY paunoHHbIR dain: .

3arpyauts | OB30p..
KOHBUIy pauMoHHbIi daidn: 3arpyanTs

Obaop...

OSHOBNEHWE NPOWWBKHK:
O6HoBKTL

BoccTaHOEBWTE 3aBOACKHE

s BOCCTAHOBMTE
H3 I'__F;ZIHKI.-'I -

Nepesarpyaka koHTponnepa: | MepesarpyauTo

CoxpaHuTb KOHUrypaumoHHbin hann: CoxpaHAEeT BbINOMHEHHbIE HACTPOWKM KOHTponepa
B (pann Ha yCTponCTBeE, C KOTOPOro NMPOU3BOANTCS HACTPOMKA.

3arpy3uTb KOHUrypauuoHHbin dpann: 3arpy>kaeT COXpaHEHHbIE HACTPONKN U3 dpanna Ha
YCTPOWCTBE, C KOTOPOro Mpou3BoAUTCA HacTpouvka. Pann npeaBapuTenbHO HYXHO BblOpaThb,
HakaB KHomnKy «O630p...».
O6HoBneHue npowmneku: Nossonaet obHoBUTL MO kKoHTponnepHon Yactu Z-5R Web. ®ann ¢
NPOLLMBKOW NpeaBapuUTeribHO HY>KHO BbiOpaTh, HaXkaB KHOMNKY «O630p...».
BoccTaHoBUTbL 3aBOACKME HACTPOUKU: BOCCTaHABNMBAET HACTPOMKM.
MNMepe3arpy3ka KoHTponnepa: BbinonHseTr nepesanyck KOHTponsiepa, 4tobbl yCTaHOBMEHHbIE
N3MEHEeHNs HaCTPOWKM CETU BCTYNUNN B CUNY.

5.5.2 3aBepuweHue pabotbl Web-nHrepcenca
Ana 3aBepweHna pabotel ¢ Web-nHtepdencom HeobxogMmo YCTaHOBUTH NEPEMBbIYKY U3
nonoxeHns CONFIG B NORMAL wnn LOCK, BbibpaTb Bknagky PaclumpeHHble HacTpOWKu U
nepesarpys3uTb KOHTpOnep.

6. BKITIOYEHUE KOHTPONNEPA UHAYANO PABOTDI

[MoaknoumTe BHELLHME YCTPONCTBA K KOHTPOSINepy B COOTBETCTBUN C pasaesniom 3. HayanbHble
(3aBopckme) HacTponkn mogyns ceasmn Z-5R Web:

—npotokon Ethernet pexxum DHCP;

— Wi-FinpoToKon He aKkTUBEH;

— pexunm yctaHoBneHus ceasn Cepsep, nokanbHbin nopt—1000.
BHumaHue! U3ameHeHMe HacTpoeKk Moayns CBA3M BO3MOXHO Tonbko Yepe3 Web-uHtepdenc.

M3meHeHne 3aBOLCKMX HACTpOek onmcaHo B N.5 Hactosuwero pykosoactea. M3meHute
3aBO/CKME NapaMeTpbl B 3aBUCUMOCTM OT BbIBPaHHOTO pexnuma.

Boikntounte nutaHue. lNepectaBsbte nepemblyky B nonoxeHne NORMAL nnu LOCK u noganTte
nuTaHue. KoHTponnep rotos Kk paboTe B BbIGpaHHOM pexume.

[nsa paboTbl C KOHTPONNEPOM B aBTOHOMHOM pexnme Heobxoaumo (Yepes Web-uHtepdelic)
BblOpaTh BKNagky « Pexxum paboTbl», yCTaHOBUTbL PEXMUM paboThbl
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«ABTOHOMHbIN» 1 cO30aTb XOTA Obl OANH MacTep-Kntod. [lanee, COXpaHNB aBTOHOMHbIN PEXUM
paboTbl, BbITU 13 Web-nHTepdenca n cosfatb Kno4m a4ns npoxoaa.

7. HACTPOWKA KOHTPOJNEPA C MOMOLLIbIO MACTEP-KITIOYA
[Ans ynpaBneHus KOHTponsepom (ANs nepeBoda KOHTpPoOMsiepa B HYXHbIN  pPeXnm

NporpaMmMupoBaHns: co3daHue/yaaneHnsa npocTbiX WU/Mnn BGROKUPYIOLWNX KapT, BKHOYEHME
pexnma «Accept» n T.4.) MCNONb3YKTCA KOpPOTKMe (MeHee 1 cek) U AnuHHbIE (OKOMO 6 cek)
nogHeceHnsa (KacaHusl) MacTep-krnoda K cuuTbiBaTento. Ha paboTy B Kaxgom pexume
nporpaMmMmpoBaHns eCTb OrpaHnU4YeHne Ha Bpems nocrie nocnegHero kacaHusa (okorno 16 cek),
nocre KOTOPOro KOHTPOSEP BbIXOAUT U3 pexxmMma NporpammMmmpoBaHnst, HOopMnpys cepuen ns 4
KOPOTKUX CUrHanoB.
BHumaHue! KoHTponnep nmeet aBa 6aHKa gaHHbIX KOYEN, KOTOpble B aBTOHOMHOM peXunme
ynpaBnsalTCA (3anonHSaTCA/CTUPaoTCa) O4HOBPEMEHHO.
BHumaHue! [Ina nporpaMmMmMpoBaHns C MOMOLLBIO MacTep-Krya CYMTbiBaTENN AOMKHbI 6bITh
noaKntoYeHsbl No npoTtokony iButton.

Bo3moxHbI criegytoLme pexxmmMbl NporpamMmmMmMpoBaHUS:

e [lo6aBneHue NpocTbIX KNo4Yeun - 1 ANNHHOE KacaHue.

* [lo6aBneHue mactep-knto4yen - 1 KopoTkoe un 1 gnuHHoe.

* YpaneHue npocTbIX KNKYen - 2 KOpoTKUx u 1 AnnHHoe.

e CTupaHue Bcex Krnro4ven (namaTn KoOHTponnepa) - 3 KopoTkux u 1 gnuHHoe.

* YcTtaHOBKa BpeMeHU OTKpbIBaHUs ABEpPU - 4 KOPOTKUX.

* [epexop B pexum "Accept"” - 5 KOPOTKUX.

e BbiknrouyeHue pexunma "Accept” - 1 KopoTKkoe.

7.1 JobGaBneHue NPOCTbIX KNo4en

[MogHecuTe 1 yaepXxmneanTe MacTep-kiod (AnMHHoe KacaHue). B MOMeHT KacaHnsa KOHTponnep
BblJACT KOPOTKUM CUrHasi, MOATBepXAalroLWmi Orno3HaHWe MacTep-Krya, U Yyepe3 6 CeKkyHA -
BTOPOW CUrHan, yKkasblBalOLLUIN Ha Nepexo KOHTponnepa B pexxum AobaBneHns NpocTbiX KIoYen.
Mocne aToro mactep-knoy cnegyet yopats. [Jna gob6aBneHns HOBbIX KIOYEN KacanTecb MU No
odepeamn cuMTbIBaTENS C Nay3on Mexay KacaHusiMn meHee 16 cekyH,. Ha kaxgoe kacaHue HOBbIM
KITIOMOM KOHTPOSINep BblAaeT MOATBEPXAAKLWMA KOPOTKUA CUrHan. Ecrnn HOBbIA KW nocne
nogHeceHnsa yaepXuBatb B none cyutbiBatenss 6onee 3 cek, TO OH OydeT 3anmMcaH Kak
Gnokupyrowmn. Ecnv nogHECEHHbIN KoY YXXe MMeeTcs B NaMsiTU, TO KOHTposnsiep u3gact Asa
KOPOTKUX curHana. Beixog n3 pexunma nponcxogut nmbo aBToMmatmyeckn yepes 16 cekyna nocne
nocrnegHero KkacaHus, nmbo npu kacaHum mactep-knodom. O BbIXOAE U3 peXMMa KOHTpomnep
NHdOPMUpPYET cepmnen n3 4 KOPOTKNX CUTHANOB.

7.2 [oGaBneHue macTep-Krno4ven

KpaTkoBpeMeHHO KOCHUTECb MacTep-KM4oM cYUTbIBATENs (KOpoTkoe KacaHue). B MoMeHT
KacaHusi KOHTPOMep BbI4ACT KOPOTKUIA CUrHan, NOATBEPXKOAoLWMIA ONO3HaHNE MacTep-Koya, 1
He Bonee 4YeM 4Yepes 6 CeKyHA KOCHUTECH U yOepXKMBaNTe MacTep-KnoY y cunTbiBaTens (4nmHHoe
KacaHue). B MOMeHT BTOPOro KacaHnsa KOHTPOsep BblAacT ABa KOPOTKUX CUrHAra, yKa3blBaloLLnX
Ha BTOpOE KacaHwe MacTep-KM4YOM B pexume nporpaMMupoBaHus, U yepes 6 cekyHn - oauH
CUrHan, ykasbiBaloLMii Ha nepexon KoHTponnepa B pexum gobasneHnsa macrep-kntoyen. NMocne
3TOro MacTep-kntod cnegyet yopatb. [1na nobasneHns HOBbIX MacTep-Kryen kacantecb MU No
ovepeau cuuTbiBaTeENs C Nay3on Mexay kacaHusMmu He bornee 16 cekyHa. Ha kaxpgoe kacaHue
HOBbIM KIHOYOM KOHTPOSfep BblOaeT NOATBEPXAAlLWMN KOPOTKUM curHan. Ecnn knwod yxe
NMeeTCs B NaMsATU Kak MacTep-KrtoY, TO CUrHanoB He byaer.

Bbixoa 13 pexxuma gobaBneHnsa mactep-Knioven NpomcxoanT aBToMaTmyeckn Yyepes 16 cekyHa
nocrne nocnegHero kacaHus. O BbIXoge U3 pexuma KOHTponsnep uHdopmupyet cepuen us 4
KOPOTKMUX CUrHaroB.
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7.3 YpaneHwue NpocCTbIX KNoYeun

[1Ba pa3a KpaTKOBPEMEHHO KOCHUTECb MacCTep-KN4YoM cUnTbiBaTeNst (KOPOTKMe KacaHus). B
MOMEHT MEepPBOro KacaHWs KOHTPONSep BblAACT OAWH KOPOTKWMMA CUrHarn, noaTBepXXaatoLuni
OMO3HaHME MacTep-knoya. B MOMEHT BTOpPOro KacaHusi KOHTPOSnep BblOacT ABa KOPOTKUX
curHana, ykasblBaloLmx Ha BTOPOE KacaHne MacTep-KIto4oM B peXXMMe NporpaMMmnpoBaHus, u He
bonee 4yem yepes 6 CeKyH KOCHUTECb U yOepXMBamTe MacTep-Krod y cumTbiBaTens (4nMHHoOe
KacaHue). B MOMEHT TpeTbero kacaHusi KOHTPONep BblAACT TPU KOPOTKUX CUrHana, u yepes 6
CEeKYHZ - OOQMH CUrHan, ykasblBatloLLMi Ha nepexoq B PeXUM CTUpaHusi NpoCTbiX krtoden. Mocne
3TOro MacTep-kIitod crieayet yopatb. [nst CTupaHus NPOCTbIX 1 BGNOKNPYIOLLNX KItoYen kacantechb
UMM NOOYEPELHO CYMTBIBATENS C Nay301 MexXay KacaHnaMu He bonee 16 cekyHA.

Ha kaxxgoe kacaHue CTupaeMbiM KITHOYOM KOHTPOMNep BblAAaCT NOATBEPXKAAKLLMA KOPOTKUIA
curHan. Ecnu knoya HeT B namsaTu, To ABa KOPOTKUX cUrHana. Beixoa ns pexxuma nponcxoaunt nmbo
aBTOMaTmyeckn Yepes 16 cekyHa nocne nocregHero kacaHus, Mo Npu KacaH MacTep-Krto4YOM.
O BbIxoae 13 pexrmmMma KoHTponnep MHpoOPMUpyeT cepmeit KOPOTKUX CUTHArOB.

7.4 CtupaHue Bcex Knoyen (namMaTyv KOHTponnepa)

Tpu pasa KpaTKOBPEMEHHO KOCHUTECH MACTEpP-KIOYOM cUMTbiBaTENS (KOPOTKME KacaHus). B
MOMEHT MNEepPBOr0 KacaHusi KOHTPONfep Bbl4acT OOWH KOPOTKUA CurHamn, MOATBepXOaroLimin
ONO3HaHMe MacTep-knova. B MOMEHT BTOpPOro KacaHusi cyuTbiBaTelb BblAacT ABa KOPOTKMX
CUrHana, ykasblBaroLmx Ha BTOpPOe KacaHne MacTep-KIto4OM B pexXMMe nporpaMmmMmupoBaHust.

B MOMeHT TpeTbero kacaHust KOHTPOSep BblAAcT TPU KOPOTKMX CUrHaNa, ykasbliBaloLMX Ha
TpeTbe KacaHue MacTep-KIyYoM, U He Bornee Yyem Yepes 6 CeKyHO KOCHUTECb U yaepXuBante
MacTep-KnioY y cuuTbiBaTens (AnMHHOE KacaHwe). B MOMEHT 4eTBepToro KacaHus KOHTponnep
BblAAcT YeTblpe KOPOTKMX CUrHana, u 4yepes 6 CekyH[ - CEPU0 KOPOTKMX, YKasbiBalOLWMX Ha
CTUpaHWe NaMsTM KOHTPOSSiepa 1 BbIXod U3 pexnma nporpammmpoBaHud. Nocne aTtoro mactep-
Knto4 cneayet ybpartb.

*-B MOMEHT cTnpaHus Bcen 6a3bl C MOMOLLbIO MacTep-KapTbl HE NPOUCXOAUT CTUPAHUS
3anporpaMmMMpOBaHHOIO BPpEMEHU OTKPbIBAHUS 3aMKa.

7.5 YcTtaHOBKa BpeMeHU OTKpbIBaHUS 3aMKa

YeTbipe pa3sa KpaTKOBPEMEHHO NogHECUTe MacTep-KIoY K cHMTbIBaTento. B MOMeEHT kaxaoro
KacaHus KOHTpOnnep BblOacT CUrHanbl, MOATBepXJalrolue orno3HaHue MacTep-Kroda, a ux
KonuyectBo OyaeT COOTBETCTBOBATb KOMMYECTBY KacaHWW. B MOMEHT 4eTBepToro kacaHusi
KOHTpONIiep BbI4ACT COOTBETCTBEHHO YETbIpe CUrHana v nepenaeT B peXxum nporpaMmmMmpoBaHus
BPEMEHN OTKpbIBaHMSA. B TeyeHun 6 cekyHO OT nocrnegHero kacaHusi HeobxoouMMO HaxaTb U
yaepXnBaTb KHOMKY ABEPU Ha BpeMsi, HeobxoamMmoe Ang oTKpbiBaHMS. [locne OTnyckaHUs KHOMKK
KOHTpOrep BblAacT CUrHan v 3anuieT Bpems B NaMaTb. [1ns TOYHOM HACTPONKN pekoMeHayeTcs
nosnb3oBaTbcs Web-nHtepdpencom.

7.6 Bknio4veHue/BbIKNOYEeHNE pexuma «Accept»

Pexum "Accept" npumeHsaeTca anga 3anucn Bcex NogHOCUMbIX KIKoYen B NaMaTb yCTponcTea. B
AAHHOM peXnme OT Krtoya, MOAHOCUMOTO K CYUTbIBATENIO, MPOMCXOANT pa3bnoknpoBka npoxoaa, v
OLIHOBPEMEHHO OH 3anuncbiBaeTCs B MaMATb KOHTPOepa, ecrnn ero Tam Her.

Pexum mncnonb3yerca ansa BocctaHoBNeHNA 6a3bl aHHbIX KOHTponsiepa 6e3 cbopa knro4en
nonb3oBarenen. [ins BKIOYEHNS pexnma Heobxoaum macTtep-kntod. [1aTe pa3 kpaTkoBpeMeHHO
nogHecuUTe MacTep-KId K cYMTbIBaTeNntn. B MOMEHT KaXaoro kacaHusi cuvTbiBaTenb BblaaeT
CUrHanbl, NogTBEPKAAOLLME ONO3HAHME MacTep-KIlkoya, a X KoNnMyecTBo OyaeT COOTBETCTBOBATL
KONMu4ecTBy KacaHuin. B MOMEHT NATOro KacaHusa cuMTbiBaTeNb BblAACT COOTBETCTBEHHO MATb
CUrHanoB 1 Yepes HECKONMbKO CEKYH[, - eLé OANH ANIMHHbLIW CUrHan, noaTeepXxaaroLwmumn nepexos B
pexum «Accept».

[ns BbIKMOYeHUa pexnma «Accept» nogHecuTe MacTep-KIod, CUrHan O BbiXoAde - cepus
KOPOTKMX CUrHaroB.

*Mpn nponagaHun HanpsKeHUs1 NUTaHUs YCTaHOBMEHHbLIN paHee pexum "Accept” coxpaHaeTca
nocre ero BOCCTaHOBMNEHUS!. 19 cTp.
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7.7 Pexumbl npoxoaa

KoHTponnep nogaepxunBaet cnegytowime pexnMsl npoxoaa:

* LUTATHbIN PEXUM paspeLLEH NPOX0o4 MO NPOCTbIM U BIOKMPYIOLLMM KitoYaMm;

* pexum «brnokMpoBKay - pa3peLLEH MPOXOA TOSNbKO NO GIOKMPYIOLLMM KtoYaMm;
*  pexunm «cBoBOAHbIM NPOXOA» - 3aNOPHOE YCTPONCTBO pa3bnoknpoBaHo.

Pexnmbl «B6nokMpoBka» M «CBOOOAHLIN MpoOXon» YCTaHaBNMBAKTCA C MOMOLLbIO
GnokupytoLlero kntova (aobaBneHne GNOKUPYOLWNX KoYenr - N.7.1) nyTemM yaepxaHus Kniova Ha
cuuTbiBaTene (OonvMHHoe kacaHue) Gonee 3 cek. [1pyM OTKPbITOM OBEPU BKMAKOYAETCA PEXUM
«CBOBOOAHBIN Mpoxod», MpU 3akpbiTon  «BriokmpoBka». Ecnn yxe BKMAYEH Kakon-nnbo w3
yKa3aHHbIX PEXUMOB, TO MpU yaepXaHuM GNOKMPYIOLLIErO KIToYa Ui NOAHECEHUM MacTep-Krtova
NPON3ONAET Nepexos B LUTATHbLIN PeXnm Npu StobomM NosioxXeHnn asepu.

BaxHo! Pa3brnokvpoBka npoxoga npu Nofib30BaHUM OrIOKMPYIOLMM KITHOYOM MPOUCXOANT B
MOMEHT YOunpaHus Krtoda oT CHUTbIBaTENS.

B pexume «bnoknposka» npu MCNOfb30BaHUS NPOCTOrO Krtoya pas3briokKMpoBKM Npoxoda He
NpOMCX0aUT, a BbIAAETCA CepUA KOPOTKUX CUTHANOB.

B pexunme «cBobogHbIM NpoxXoa» MPOUCXOAUT perncTpauus Bcex NogHOCUMbIX KNoYen ans
AanbHenwen obpaboTkm ynpasnsoLen nporpammMmon.
*Mpy nponagaHun HanpsKeHUst MUTaHUS YCTAHOBIEHHbIN paHee pexum "brnokuposka"
COXpaHSAEeTCsa U Nocre BKIYEHUS HaNPs>KeHWS.

8. CBA3b MEXAY CETEBbIMUA U ABTOHOMHbIM PEXKUMAMU PABOTbI

3ameuyaHue 1. lpu nponagaHun NUTaHUS KOHTPONSEp BO3BpaLlaeTcd B pexum pabdoTbl,
npefwecTBYLWNNA BbIKITIOYEHNIO NUTaHUA. WCKNIYeHMEM SBISATCA pPeXuMbl
AobasneHus/yoaneHus KNYen: B 3TOM Crlydae KOHTPossiep BEPHETCS B HOPMaribHbIA PEXUM.
3ameyvaHue 2. [pn nepexofe ¢ aBTOHOMHOIO pexuMma Ha CeTeBOW yrpasrnstoLwas nporpamma,
3arpyxasi cBoto 6asy kntouyen B KOHTpOMsep, Kak npasuno, yaanset umerowytocd. oatomy
peKOMeHOYeTCA COXpaHATb Tekywyk 6a3dy knwoven [0 NOAKMIYEHUS KOHTponnepa K
ynpasnswowen nporpamme ansg obecneyeHns BO3MOXHOCTW BOCCTAHOBIEHMS MMM 3KcnopTta
TekyLen 6a3bl B yNpaBnsoLLyo NporpamMmy.

3ameyvanue 3. Ecnu npu paboTe B ceTeBOM pexume unu pexxmme Web KoOHTponnepy NnpeabsiBuUTb
MacTep-KroY, TO, CKOpee BCEro, HAYero He NPOn3onaET, Tak Kak ceTeBble MporpamMmbl yaansitoT Bce
MacTep-Knio4YM 1 He NO3BONAIT UX 3anucbiBaTb. BBOA HOBOIO KNOYa B CETEBOW CUCTEME AOIMKEH
OCYLLECTBATLCS C MOMOLLIO YyNpaBnAoLwen nporpaMmmbl.

3ameyaHue 4. Ecnu nocne HacTporkM B aBTOHOMHOM peXuMMme npeanonaraeTtca OOoCTyn K
KOHTponnepy m3 nporpamm (Hanpumep, GuardCommander), To Moayrnb CBA3U KOHTponsepa ¢
nomoubto Web-nHTepdenca Hy>kHO HaCTPOUTb Ha PaboTy B CETEBOM peXUME.

9. KOMIMJIEKT MNOCTABKH

- koHTpornep Z-5R (Mog. WEB) ... -1 wr.
- KOMIIIEKT ONSA KPEMIEHMS ..ceeiieiiiiiiieeaeeeeiiieeeee e e eneeeeeeas - 1w
- 6atapenka CR2032 .........oooviiiiiiiieeeeeeeeeeeeeeeee -1 wr.
- PYKOBOZCTBO MO SKCMAYATALMM .....evevieeeaiiiieeeee e - 1w
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